
PRACTICE EXAM 11: PE CONTROL 

SYSTEMS SIMULATION 
 

Recommended Time: 9.5 hours | Questions: 85 | References: NCEES PE Control Systems Reference 

Handbook, ANSI/ISA-5.1 (2009), ISA/IEC 61511 (2018) 

 

DOMAIN 1: MEASUREMENT (Questions 1–22) 

 

1. A DP flow transmitter with square root extraction enabled is calibrated for 0–100 in H₂O at a maximum 

flow of 1,000 gpm. The transmitter output reads 16 mA. What is the indicated flow rate? 

 

A. 562 gpm 

B. 250 gpm 

C. 375 gpm 

D. 750 gpm 

 

2. Using the Pt100 linear approximation R(T) = 100(1 + 0.00385T), what process temperature corresponds 

to a measured RTD resistance of 153.8 Ω? 

 

A. 100°C 

B. 140°C 

C. 160°C 

D. 120°C 

 

3. According to ANSI/ISA-5.1, which tag designates a flow transmitter in loop 127? 
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A. FT-127 

B. FE-127 

C. FI-127 

D. FC-127 

 

4. A DP level transmitter on an open vessel contains liquid at SG = 1.20. The measurement span is 8 feet. 

What is the transmitter span in psi? 

 

A. 5.76 psi 

B. 3.47 psi 

C. 4.16 psi 

D. 6.93 psi 

 

5. A custody transfer application measures a non-conductive, variable-composition gas mixture at low 

flow rates. Which technology provides direct mass flow measurement independent of gas composition 

changes? 

 

A. Thermal mass flowmeter calibrated for the dominant gas component 

B. Orifice plate with online molecular weight compensation 

C. Positive displacement volumetric meter 

D. Coriolis mass flowmeter 

 

6. A Type K thermocouple hot junction is at 350°C. The cold junction reference is at 30°C. The Type K 

reference table shows 350°C = 14.292 mV and 30°C = 1.203 mV (both at 0°C reference). What net EMF 

does the DCS input receive before cold junction compensation is applied? 

 

A. 13.089 mV 

B. 14.292 mV 

C. 15.495 mV 
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D. 1.203 mV 

 

7. A 0–500 psi pressure transmitter has an accuracy specification of ±0.075% of URL. The URL is 1,000 

psi. What is the maximum absolute error at any reading within the calibrated range? 

 

A. 0.375 psi 

B. 0.750 psi 

C. 0.188 psi 

D. 1.50 psi 

 

8. A thermowell installed in a 3-inch pipeline has a tip diameter of 0.75 inches. The process fluid velocity 

is 15 ft/s. Using a Strouhal number of 0.22, what is the vortex shedding frequency? 

 

A. 26.4 Hz 

B. 105.6 Hz 

C. 52.8 Hz 

D. 79.2 Hz 

 

9. According to ANSI/ISA-5.1, which succeeding letter in an instrument tag designates the function 

"Alarm"? 

 

A. A 

B. S 

C. R 

D. I 
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10. A nuclear density gauge on a slurry pipeline reads 850 counts/second with pure water as reference. 

After a process change, the count rate drops to 712 counts/second. What does this indicate? 

 

A. Slurry flow rate has decreased 

B. The radiation source requires replacement 

C. The detector has shifted out of alignment 

D. Slurry density has increased above the water calibration reference 

 

11. A displacer level transmitter is fully submerged in a process fluid at SG = 0.90. The displacer volume 

is 0.04 ft³. What is the buoyant force on the displacer? 

 

A. 2.50 lbf 

B. 2.25 lbf 

C. 1.87 lbf 

D. 3.00 lbf 

 

12. A flow transmitter calibration shows errors of 0% at 0% span, +0.5% at 25% span, +1.0% at 50% span, 

+1.5% at 75% span, and +2.0% at 100% span. What type of calibration error is present? 

 

A. Zero error only 

B. Combined zero and span error 

C. Span error only 

D. Nonlinearity error 

 

13. A plant must measure the volumetric flow of a non-conductive, low-viscosity liquid at 0.5 to 5 gpm in 

a 1-inch line with ±1% accuracy. Which technology is most appropriate? 

 

A. Oval gear positive displacement meter 
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B. Magnetic flowmeter with ceramic electrodes 

C. Turbine flowmeter with standard bearings 

D. Annubar averaging pitot tube 

 

14. In a sample conditioning system, the temperature-reduction coil is located upstream of the pressure-

reducing regulator. What is the primary concern with this configuration when sampling a hot, high-

pressure hydrocarbon gas? 

 

A. Elevated residence time reduces analyzer sample frequency 

B. The regulator sizing becomes complex at elevated temperature 

C. Analyzer response time increases from the long heated line 

D. Heavy components condense in the cooling section while still at high process pressure 

 

15. A 2-wire Pt100 RTD installation has a total cable loop resistance of 0.8 Ω. Using α = 0.00385 Ω/Ω/°C, 

what temperature measurement error does this lead resistance introduce? 

 

A. 0.80°C high 

B. 2.08°C high 

C. 4.16°C high 

D. 1.04°C high 

 

16. An ultrasonic clamp-on flow transmitter installed on a 6-inch carbon steel pipe shows poor signal 

quality during commissioning. The pipe is in good mechanical condition externally. What is the most 

likely cause? 

 

A. The pipe wall thickness is below the minimum for clamp-on measurement 

B. Carbon steel attenuates ultrasonic signals more than stainless steel 

C. Internal pipe scale or fouling is scattering and attenuating the ultrasonic beam 

D. The pipe diameter exceeds the calibrated range of the clamp-on sensor 
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17. A DP flow transmitter shows a constant reading of 4 mA despite actual process DP cycling between 

20 and 80 in H₂O. The LP impulse line and wet leg are confirmed intact. What is the most likely cause? 

 

A. The high-pressure impulse line is completely blocked 

B. The DCS input card has a failed sample-and-hold circuit 

C. The transmitter zero has drifted to its minimum calibrated value 

D. The DCS PV tag has been frozen by the operator 

 

18. An ORP sensor on a cooling water system reads +750 mV. What does this elevated positive reading 

most likely indicate? 

 

A. Total dissolved solids above the specification limit 

B. Low pH causing hydrogen ion reduction at the electrode 

C. Biological oxygen demand exceeding treatment capacity 

D. Excess oxidizing biocide above the target treatment range 

 

19. A turbine flowmeter has a K-factor of 200 pulses per cubic foot. A pulse counter accumulates 46,000 

pulses over a 10-minute period. What is the average volumetric flow rate? 

 

A. 46.0 ft³/min 

B. 23.0 ft³/min 

C. 11.5 ft³/min 

D. 92.0 ft³/min 

 

20. A magnetic flowmeter measuring a conductive slurry develops non-conductive polymer coating on its 

electrodes over several months. What measurement effect does this coating progressively produce? 

 

A. Erratic or degraded measurement as coating resistance exceeds the amplifier input impedance limit 
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B. Systematically high readings from the reduced effective electrode area 

C. Oscillating high-low readings from asymmetric coating on opposing electrodes 

D. No measurable effect until the coating fully covers both electrode faces 

 

21. A paramagnetic oxygen analyzer measures process gas O₂ concentration. What physical property of 

oxygen molecules is the basis for this measurement? 

 

A. Infrared absorption at a characteristic oxygen wavelength 

B. Thermal conductivity relative to a nitrogen reference gas 

C. Strong magnetic susceptibility unique to paramagnetic oxygen molecules 

D. Electrochemical oxidation current at a platinum electrode 

 

22. A Class A Pt100 RTD per IEC 60751 has accuracy specification ±(0.15 + 0.002|T|)°C. What is the 

maximum allowable error at 400°C? 

 

A. ±0.15°C 

B. ±0.80°C 

C. ±1.25°C 

D. ±0.95°C 

 

DOMAIN 2: CONTROL SYSTEMS (Questions 23–44) 

 

23. A direct-acting PID controller has Kc = 2.0 and is at setpoint when a process disturbance raises the PV 

by 6% above setpoint. What is the immediate proportional output change? 

 

A. –12.0% 

B. +12.0% 

C. –6.0% 
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D. +6.0% 

 

24. According to ANSI/ISA-5.1, the tag "LAHH-225" identifies which instrument? 

 

A. A level alarm high-high in loop 225 

B. A liquid analyzer high-high output in loop 225 

C. A level indicating controller with high-high output 

D. A logic alarm for high-high events in area 225 

 

25. Using lambda tuning Kc = τ/(Kp × (λ + θ)), calculate Kc for: Kp = 4.0, τ = 80 s, θ = 20 s, λ = 60 s. 

 

A. 0.50 

B. 1.00 

C. 0.25 

D. 0.40 

 

26. Using the Ziegler-Nichols open-loop PI formulas with Kp = 1.8, τ = 72 s, θ = 24 s, what are the 

recommended PI settings? 

 

A. Kc = 1.50, Ti = 48 s 

B. Kc = 2.00, Ti = 80 s 

C. Kc = 1.00, Ti = 48 s 

D. Kc = 1.50, Ti = 80 s 

 

27. In a boiler steam header application, the pressure control valve must open further when pressure rises 

above setpoint. The valve is air-to-open. Which controller action and valve pairing is correct? 

 

A. Reverse-acting controller with air-to-open valve 
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B. Direct-acting controller with air-to-open valve 

C. Reverse-acting controller with air-to-close valve 

D. Direct-acting controller with air-to-close valve 

 

28. In an IEC 61131-3 Ladder Diagram rung, a normally open contact and a normally closed contact from 

the same physical input are wired in series. When the physical input is TRUE, what is the rung state? 

 

A. The rung cannot energize — the NC contact opens when the physical input is TRUE 

B. The rung is always energized regardless of input state 

C. The rung energizes only on the rising edge of the input 

D. The rung state depends on the contact scan order 

 

29. An outer temperature controller has a time constant of 25 minutes. The inner steam flow controller has 

a time constant of 15 seconds. What does the time constant ratio confirm about this cascade arrangement? 

 

A. The outer loop is too fast — it should have a longer time constant for effective cascade 

B. The inner loop is too slow — cascade requires at least a 20:1 ratio minimum 

C. The arrangement is appropriate — the outer loop is approximately 100× slower than the inner 

D. The ratio shows no stability advantage because both loops are non-integrating 

 

30. A reverse-acting level controller uses proportional-only control with Kc = 3.0 and bias = 50%. The 

setpoint is 60%. A steady-state outflow condition requires 65% controller output. Using output = bias + 

Kc × (SP − PV), what is the steady-state PV? 

 

A. 60.0% 

B. 61.7% 

C. 53.3% 

D. 55.0% 



P a g e  | 10 | CONTROL SYSTEMS ENGINEERING EXAM PREP 

 

31. Per ISA-18.2, which specific condition requires an alarm to be designated for rationalization and 

potential removal? 

 

A. The alarm activates more than twice per shift during steady operations 

B. The alarm requires no timely operator response or has no defined corrective action 

C. The alarm priority has not been reviewed within the last 12 months 

D. The alarm setpoint is within 10% of the normal operating value 

 

32. A loop analysis shows gain margin = 1.8 dB and phase margin = 22 degrees. Which assessment is 

correct? 

 

A. Both margins fall below industry minimums — the loop has marginal stability 

B. Gain margin is acceptable; only phase margin requires improvement 

C. Both margins satisfy industry-recommended minimums 

D. Phase margin is acceptable; only gain margin requires improvement 

 

33. A heat exchanger temperature control valve has a pressure drop equal to 60% of total system drop at 

design conditions. Which trim characteristic best suits this application? 

 

A. Quick-opening trim 

B. Linear trim 

C. Equal percentage trim 

D. Parabolic trim 

 

34. According to ANSI/ISA-5.1, the tag "PICA-440" identifies which instrument? 

 

A. A pressure integrating controller with alarm on loop 440 

B. A pneumatic indicating controller with alarm on loop 440 
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C. A process indicator with cascade alarm on loop 440 

D. A pressure indicating controller with alarm function on loop 440 

 

35. The Ziegler-Nichols closed-loop method yields Ku = 5.0 and Pu = 200 seconds. What are the 

recommended PID controller settings? 

 

A. Kc = 3.0, Ti = 200 s, Td = 50 s 

B. Kc = 3.0, Ti = 100 s, Td = 25 s 

C. Kc = 2.25, Ti = 167 s, Td = 42 s 

D. Kc = 3.0, Ti = 80 s, Td = 15 s 

 

36. An override control system uses a low selector between a pump protection controller and a flow 

controller, both manipulating a pump suction control valve. When suction pressure drops below the 

protection setpoint, what occurs? 

 

A. The flow controller takes control via the high selector output 

B. The pump protection controller closes the valve completely through direct override 

C. The pump protection controller's lower output is selected, restricting suction flow 

D. The pump protection controller raises the flow controller setpoint to reduce flow 

 

37. Per ISA-101, what primary color scheme should be used for process equipment and variables in normal 

operating states? 

 

A. Muted gray or low-saturation tones for all normal states 

B. Green for all equipment operating within specification 

C. Blue for all automatically controlled equipment 

D. White background with black outlines for instrument symbols 
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38. A PID controller uses the series (interactive) form with Kc = 1.5, Ti = 4 min, Td = 0.8 min. What is 

the equivalent proportional gain in the parallel (non-interactive) form? 

 

A. 1.50 

B. 1.20 

C. 2.40 

D. 1.80 

 

39. A Shewhart control chart shows 6 consecutive measurements alternating above and below the 

centerline in a strict ABABAB pattern, with all points within the control limits. What does this pattern 

indicate? 

 

A. Normal random variation — alternating patterns are statistically expected 

B. A special cause — systematic alternation indicates a non-random periodic process influence 

C. Insufficient sample size causing falsely narrow control limits 

D. Excessive controller gain causing the process to oscillate around the mean 

 

40. Per ISA S88 batch control hierarchy, what is the lowest-level procedural element? 

 

A. Operation 

B. Unit Procedure 

C. Phase 

D. Recipe 

 

41. A bump test steps the controller output from 35% to 45%. The PV first responds at t = 3 min and 

reaches 63.2% of total change at t = 11 min from the step. The PV moves from 140°C to 162°C. What are 

the FOPDT parameters? 

 

A. Kp = 2.2°C/%, θ = 3 min, τ = 8 min 
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B. Kp = 2.2°C/%, θ = 11 min, τ = 8 min 

C. Kp = 1.5°C/%, θ = 3 min, τ = 11 min 

D. Kp = 2.2°C/%, θ = 3 min, τ = 11 min 

 

42. A model predictive controller with a 30-step prediction horizon at 2-minute intervals receives a 

measured feed flow disturbance at t = 0. The model predicts composition impact in 20 minutes. At the 

next MPC execution at t = 2 min, counteracting moves are already applied. What MPC capability enables 

this? 

 

A. Triggered execution rate increase on disturbance detection 

B. Internal feedforward filter that bypasses the MPC optimization 

C. Disturbance averaging across all prediction horizon steps 

D. The process model anticipates future disturbance impact within the prediction horizon 

 

43. A PI controller output saturates at its 100% limit due to a large sustained error. Without anti-windup, 

what problem occurs when the large error is finally eliminated? 

 

A. The output immediately snaps to 0% causing a large process upset 

B. Output remains saturated until excess integral accumulation unwinds, delaying return to normal control 

C. The integral term resets automatically on error elimination 

D. Proportional action counteracts the excess integral, restoring output instantly 

 

44. An OT cybersecurity engineer places all SIS logic solvers on a dedicated VLAN separated from the 

BPCS DCS network. What IEC 62443 security concept does this implement? 

 

A. Defense-in-depth through multiple firewall layers 

B. Threat modeling for safety system vulnerability 

C. Security zone definition — grouping assets by common security requirements 

D. Role-based access control for SIS configuration privileges 
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DOMAIN 3: FINAL CONTROL ELEMENTS (Questions 45–62) 

 

45. A control valve in liquid service has maximum flow = 250 gpm, SG = 0.88, and pressure drop = 40 

psi. What is the required Cv? 

 

A. 37.1 

B. 29.4 

C. 46.8 

D. 53.2 

 

46. A PRV with set pressure 300 psig has 8% blowdown. At what inlet pressure does the valve reseat after 

a relief event? 

 

A. 292 psig 

B. 285 psig 

C. 270 psig 

D. 276 psig 

 

47. An equal percentage control valve has Cv_max = 120 and rangeability of 50:1. What is the minimum 

controllable Cv? 

 

A. 0.50 

B. 6.00 

C. 2.40 

D. 12.0 
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48. A star-delta motor starter applies reduced voltage in star configuration during starting. Compared to 

direct-on-line (DOL) starting, what is the approximate supply line current during star starting? 

 

A. 65% of DOL starting current 

B. 33% of DOL starting current 

C. 50% of DOL starting current 

D. 42% of DOL starting current 

 

49. An equal percentage control valve has Cv_max = 90 and Cv_min = 1.8. Using Cv = Cv_min × 

(Cv_max/Cv_min)^x, what is the approximate Cv at 75% travel? 

 

A. 33.9 

B. 67.5 

C. 17.0 

D. 50.9 

 

50. An ESD block valve uses an air-to-close pneumatic actuator (spring-to-open). Instrument air supply 

fails completely. What position does the process valve assume? 

 

A. Closes — spring force is eliminated when air pressure drops 

B. Freezes at last position — spring and process pressure balance 

C. Strokes partially proportional to residual air pressure 

D. Opens fully — spring drives the valve open as air pressure is lost 

 

51. A motor with FLA = 95 A has a thermal overload relay set at 110% of FLA. At what current does the 

overload relay trip? 

 

A. 95.0 A 
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B. 114.0 A 

C. 104.5 A 

D. 99.8 A 

 

52. A digital valve positioner provides which primary performance advantage over a conventional 

pneumatic positioner? 

 

A. Higher maximum instrument air supply pressure range 

B. Closed-loop position control with digital feedback, eliminating dead band and hysteresis 

C. Universal compatibility with all actuator sizes and spring rates 

D. Intrinsic safety certification for all hazardous area classifications 

 

53. Per API 520, when a rupture disc is installed on the outlet (downstream) side of a PRV, what is the 

primary installation requirement? 

 

A. The disc must have a higher burst pressure than the PRV set pressure 

B. Back pressure from the disc effectively raises the PRV set pressure by the disc rating 

C. The downstream disc provides no relief benefit and is prohibited by API 520 

D. A pressure indicator or telltale connection is required between the PRV outlet and the disc to detect 

PRV leakage accumulation 

 

54. A high-performance butterfly valve operates at 35% open against 60 psi differential pressure. What 

valve-specific concern applies at this low-travel, high-ΔP condition? 

 

A. Flow-induced disc instability or torque reversal from high-velocity fluid forces 

B. Excessive seat wear from the disc contacting the low-travel mechanical stop 

C. Actuator output exceeds the rated shaft torque for this valve size 

D. Large seating area causes downstream turbulence and vibration 
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55. A globe valve with equal percentage trim has Cv_max = 80 and rangeability of 40:1. What is the 

approximate theoretical Cv at exactly 50% travel? 

 

A. 40.0 

B. 20.0 

C. 12.6 

D. 6.32 

 

56. A 50 kW motor operates at rated speed. A VSD reduces the pump speed to 65% of rated. What is the 

new shaft power? 

 

A. 32.5 kW 

B. 13.7 kW 

C. 21.1 kW 

D. 8.4 kW 

 

57. A balanced bellows PRV is required instead of a conventional spring-loaded PRV in which specific 

situation? 

 

A. The process fluid is highly corrosive requiring special seat materials 

B. The required relief flow rate exceeds the maximum capacity of a conventional valve 

C. The operating pressure exceeds 3,000 psig 

D. Variable or high superimposed back pressure would shift the conventional valve's effective set pressure 

 

58. A control valve in 450°C steam service with graphite packing shows increasing fugitive emissions 

after 18 months. What corrective action most directly addresses the root cause? 

 

A. Increasing gland bolt torque to the maximum specified value 
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B. Adding additional graphite packing rings to the existing stack 

C. Installing a live-loaded packing system with disc springs maintaining constant gland compression 

D. Replacing graphite with braided PTFE designed for elevated temperature 

 

59. A pressure vessel with MAWP = 400 psig has a staggered PRV configuration. The first PRV is set at 

400 psig. Per ASME Section VIII, what is the maximum allowable set pressure for the second PRV? 

 

A. 420 psig 

B. 440 psig 

C. 400 psig 

D. 450 psig 

 

60. For a high-velocity cooling water discharge system prone to water hammer on pump trip, which check 

valve design provides the fastest closure to minimize reverse flow? 

 

A. Full-swing check valve with heavy cast iron disc 

B. Dual-plate wafer check valve with spring-loaded half-discs 

C. Ball check valve with gravity return closure 

D. Piston check valve with hydraulic dashpot 

 

61. An ANSI Class 900 globe valve body is specified for a high-pressure application. For carbon steel 

(A216 WCB) material at ambient temperature, what is the approximate maximum allowable working 

pressure? 

 

A. 900 psig 

B. 1,480 psig 

C. 1,500 psig 

D. 2,220 psig 
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62. A control valve in hot water service at 180°C shows erosion damage extending 12 inches downstream 

into the pipe wall with no concentrated pitting at the trim surfaces. Which fluid phenomenon is most 

consistent with this damage pattern? 

 

A. Cavitation — bubble implosion concentrated at the vena contracta 

B. Solid particle erosion from entrained process solids 

C. Flashing — stable two-phase flow with high-velocity vapor impingement on downstream surfaces 

D. Acoustic fatigue from choked flow pressure oscillations 

 

DOMAIN 4: SIGNALS, TRANSMISSION, AND NETWORKING (Questions 63–75) 

 

63. A 4–20 mA loop has: DCS supply = 24 VDC, input resistor = 250 Ω, IS Zener barrier = 80 Ω, cable 

loop resistance = 150 Ω. Transmitter minimum terminal voltage = 11 VDC. What is the transmitter 

terminal voltage at 20 mA? 

 

A. 14.4 VDC 

B. 16.0 VDC 

C. 12.0 VDC 

D. 9.6 VDC 

 

64. A HART multidrop network connects 12 transmitters on a single two-wire pair. Each transmitter is 

fixed at 4 mA. What minimum current must the loop power supply provide? 

 

A. 4 mA 

B. 48 mA 

C. 80 mA 

D. 240 mA 
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65. An IS galvanic isolator has Voc = 26 V and Isc = 90 mA. A field transmitter has Ui = 30 V and Ii = 

120 mA. What is the IS compliance assessment for voltage and current? 

 

A. Non-compliant — Voc must be at least 20% below Ui 

B. Non-compliant — Isc must be below 75% of Ii for Zone 1 service 

C. Compliant — only voltage requires verification for IS approval 

D. Compliant — Voc ≤ Ui and Isc ≤ Ii both satisfy entity requirements 

 

66. A PROFIBUS DP segment at 500 kbit/s (maximum 400-meter segment length) must reach a device 

450 meters from the master. What is the correct solution? 

 

A. Reduce baud rate to 187.5 kbit/s to extend the segment limit to 1,000 m 

B. Use a fiber optic coupler for the long run 

C. Install a PROFIBUS DP repeater before the 400-meter limit 

D. Replace PROFIBUS DP with PROFIBUS PA for this segment 

 

67. An instrument cable shield is grounded at the control room end only. What is the primary reason for 

this single-end grounding practice? 

 

A. Prevents ground loop formation — dual grounding allows current flow through the shield that couples 

noise into signal conductors 

B. Single-end grounding maximizes Faraday cage shielding effectiveness 

C. NEC Article 725 requires single-point grounding for all Class 2 instrument circuits 

D. The shield must float at the field end to prevent corrosion in classified areas 

 

68. What unique control capability distinguishes Foundation Fieldbus H1 from PROFIBUS DP and 

conventional 4–20 mA systems? 

 

A. Higher IS energy limits enabling more field devices per segment 
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B. PID and control function blocks execute inside field devices on the segment 

C. Automatic redundant path switching on segment communication failure 

D. Native IEC 61511 SIS certification without additional product assessment 

 

69. New instrument cable is installed in a plant with large variable-frequency drives. Which grounding 

and shielding practice provides maximum EMI protection? 

 

A. Overall shield grounded at both ends with common ground bus in the control room 

B. Unshielded twisted pair in continuous metallic conduit 

C. Overall shield only, grounded at the field end, floating at control room 

D. Individually shielded twisted pair with overall shield, all shields grounded at control room end only 

 

70. Which OPC standard provides platform-independent communication with built-in certificate 

authentication and message encryption for OT-IT data exchange? 

 

A. OPC-DA — Windows DCOM with native Windows security 

B. OPC-HDA — historical data access with encrypted transport 

C. OPC-UA 

D. OPC-AE — alarm and events with secure subscriber notification 

 

71. An OT network architecture implements a perimeter firewall, VLAN segmentation, application 

whitelisting on workstations, and physical access controls on controller cabinets. Which security principle 

does this architecture implement? 

 

A. Defense-in-depth — multiple independent security layers 

B. Security-by-obscurity — hidden architecture reduces attacker effectiveness 

C. Zero-trust — all devices treated as untrusted regardless of location 

D. Least privilege — minimum access permissions for each user account 
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72. A DCS analog output card produces a 4–20 mA signal over a 0–100% range. At 35% commanded 

output, what is the loop current? 

 

A. 7.0 mA 

B. 9.6 mA 

C. 11.2 mA 

D. 5.6 mA 

 

73. Per NAMUR NE 43, what does a 4–20 mA loop reading of 22.0 mA indicate? 

 

A. Process variable is at 112.5% of the calibrated span 

B. Loop power supply is above rated specification 

C. The transmitter is in internal self-test mode 

D. Sensor or transmitter fault — 22.0 mA exceeds the 21.0 mA upper fault threshold 

 

74. A critical firmware vulnerability is identified in a production DCS logic controller. A vendor patch is 

available. What is the correct OT patch management sequence? 

 

A. Apply to all production controllers simultaneously — critical patches override testing requirements 

B. Defer all patches until the next scheduled plant turnaround 

C. Test in a staging environment, verify compatibility, then deploy during a planned maintenance window 

with rollback procedure 

D. Submit to OEM for written certification before any installation activity 

 

75. A process historian server has two NICs — one connected to the OT DCS network and one connected 

to the corporate IT network. What primary security risk does this dual-NIC configuration create? 

 

A. A direct bridge between OT and IT networks that bypasses the DMZ firewall controls 
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B. Bandwidth contention between two active NICs degrades historian write performance 

C. The DCS NIC may accept unsolicited IT broadcast traffic 

D. Corporate antivirus scans may corrupt historian database files during active collection 

 

DOMAIN 5: SAFETY SYSTEMS (Questions 76–85) 

 

76. For a low-demand SIF, IEC 61511 specifies that SIL 1 requires PFD_avg in which numerical range? 

 

A. 0.001 > PFD ≥ 0.0001 

B. 0.01 > PFD ≥ 0.001 

C. PFD < 0.0001 

D. 0.1 > PFD ≥ 0.01 

 

77. A 1oo1 shutdown valve has λ_DU = 5×10⁻⁶/hr and is proof tested every 4,380 hours. What is the 

PFD_avg? 

 

A. 5.48×10⁻³ 

B. 1.10×10⁻² 

C. 2.19×10⁻² 

D. 4.38×10⁻³ 

 

78. A LOPA analysis gives: initiating event = 2.0/year, BPCS controller PFD = 0.1, independent PRV PFD 

= 0.1, and risk tolerance = 10⁻³/year. What is the required SIF PFD and SIL? 

 

A. 0.10 — at the SIL 1 boundary 

B. 0.005 — SIL 2 required 

C. 0.05 — SIL 1 required 

D. 0.001 — SIL 3 required 
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79. A SIF proof test demonstrates the complete cause-to-effect path — from sensor input through logic 

solver output to confirmed final element position within the SRS-specified response time. What IEC 61511 

requirement has been satisfied? 

 

A. The periodic proof test requirement verifying that dangerous undetected failures have not compromised 

the SIF's functional capability 

B. The SRS review confirming functional requirements remain valid 

C. The pre-startup functional safety assessment 

D. The post-modification validation following a hardware change 

 

80. A 2oo3 SIS sensor configuration has β = 0.10 and λ_DU = 2×10⁻⁶/hr per transmitter, with TI = 8,760 

hours. What is the common cause failure (CCF) contribution to PFD_avg? 

 

A. 1.02×10⁻⁴ 

B. 2.04×10⁻⁴ 

C. 4.38×10⁻⁴ 

D. 8.76×10⁻⁴ 

 

81. IEC 61511 requires independence between the SIS and the BPCS at sensor, logic solver, and final 

element levels. What is the fundamental reason for this requirement? 

 

A. Regulatory agencies require separate maintenance contracts for SIS and BPCS equipment 

B. SIS logic solvers must use different programming languages from BPCS controllers 

C. A single failure should not simultaneously defeat both the safety and process control functions 

D. Separation reduces total installed hardware cost through independent procurement 
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82. A proof test achieves 75% diagnostic coverage on a SIS final element — 25% of dangerous failures 

remain undetected. How does this partial coverage affect PFD_avg compared to a fully tested element? 

 

A. PFD is lower because 75% of dangerous failures were eliminated by the test 

B. PFD is higher because the undetected 25% fraction accumulates for the full proof test interval without 

credit 

C. PFD is unchanged — IEC 61511 accepts any documented proof test as full coverage credit 

D. PFD is 75% of the full-test value by direct proportionality 

 

83. A SIF protects a batch reactor that experiences an average of 0.5 demands per year. How is this SIF 

classified per IEC 61511, and which performance metric applies? 

 

A. Low-demand mode — fewer than 1 demand per year; PFD_avg is the applicable metric 

B. High-demand mode — batch processes inherently require high-demand classification 

C. Continuous mode — any process operating 24 hours per day is classified as continuous 

D. Low-demand mode — but PFH applies because the demand rate approaches 1 per year 

 

84. A process modification increases reactor operating pressure from 70% to 95% of the SIS high-pressure 

trip setpoint. What IEC 61511 concern most urgently requires MOC assessment? 

 

A. Higher operating pressure requires recertification of all SIS instruments 

B. The SIS hardware must be replaced with equipment rated for the new conditions 

C. The increased operating pressure invalidates the existing cause-and-effect diagram 

D. The narrow margin between normal pressure and trip setpoint increases the SIF demand rate and may 

shift it from low-demand to high-demand mode 
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85. Per IEC 61511, at which lifecycle point is a Functional Safety Assessment most effective at preventing 

systematic design errors from entering the physical installation? 

 

A. After factory acceptance testing of the completed SIS 

B. After the SRS is completed and before detailed SIS hardware and software design begins 

C. After field installation and before the site acceptance test 

D. After one year of operation using field reliability data  
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PRACTICE EXAM 11: ANSWER KEY 

AND EXPLANATIONS 
 

1. D — At 16 mA (75% of span), square root extraction makes output linear with flow: 75% × 1,000 gpm 

= 750 gpm. Without extraction the same 16 mA would represent 75% of maximum DP, giving √0.75 

× 1,000 = 866 gpm — confirming why knowing the extraction mode is essential before any flow 

calculation. 

2. B — Solving for T: 153.8 = 100(1 + 0.00385T) → 0.538 = 0.00385T → T = 139.7°C ≈ 140°C. The 

linear approximation provides adequate accuracy for most exam calculations; the full Callendar-Van 

Dusen equation offers slightly better precision at temperature extremes. 

3. A — Per ANSI/ISA-5.1, "FT" = Flow Transmitter — a device that measures flow and converts the 

measurement to a standardized signal for remote transmission. FE = Flow Element (primary sensing 

device only); FI = Flow Indicator (local readout only); FC = Flow Controller. 

4. C — Span in psi = SG × h × 62.4/144 = 1.20 × 8 × 62.4/144 = 598.8/144 = 4.16 psi. The SG multiplier 

corrects for the denser fluid generating more hydrostatic pressure per foot than the water reference 

used in the psi/ft conversion. 

5. D — Coriolis meters measure mass flow directly through the Coriolis force on a vibrating tube, 

independent of gas composition, density, or viscosity. Thermal mass flowmeters require gas-specific 

calibration and recalibration when gas composition changes — making them unsuitable for variable-

composition applications. 

6. A — The DCS terminal block receives the net EMF between the hot and cold junctions: 14.292 − 

1.203 = 13.089 mV. Cold junction compensation then adds the 1.203 mV correction to recover the full 

14.292 mV equivalent representing 350°C above the 0°C reference. 

7. B — URL-based accuracy: ±0.075% × 1,000 psi = ±0.750 psi absolute error at any reading within the 

calibrated range. At low readings within the 0–500 psi span, this ±0.75 psi error represents a much 

larger percentage of reading — demonstrating why URL-referenced specifications are less favorable 

than reading-based specs at low measurements. 

8. C — f_w = St × V/d. Convert tip diameter: 0.75/12 = 0.0625 ft. f_w = 0.22 × 15/0.0625 = 3.3/0.0625 

= 52.8 Hz. This frequency must be compared against the thermowell natural frequency to confirm r < 

0.8 per ASME PTC 19.3 TW. 
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9. A — Per ANSI/ISA-5.1, "A" as a succeeding letter designates Alarm — a device or function that alerts 

operators to an abnormal condition. Common examples: PAH (Pressure Alarm High), LAL (Level 

Alarm Low), TAH (Temperature Alarm High). 

10. D — Higher slurry density attenuates more gamma radiation, reducing the photon count rate at the 

detector. A drop from 850 to 712 counts/second indicates increased material density in the beam path 

— the count rate and density are inversely related in nuclear gauge measurement. 

11. B — Buoyant force = SG × 62.4 lbm/ft³ × volume = 0.90 × 62.4 × 0.04 = 2.246 ≈ 2.25 lbf. As process 

fluid SG decreases below the calibration value, buoyancy decreases and the displacer appears heavier 

— a change the torque tube detects as a reduced level reading. 

12. C — The error starts at 0% at zero span and increases uniformly to +2.0% at 100% span, passing 

through equal increments at each 25% point. This linearly increasing pattern that originates at zero is 

the classic signature of a span error — the output range is wider than the configured span. 

13. A — An oval gear PD meter traps and releases discrete fixed volumes with each shaft rotation, 

providing ±1% accurate volumetric measurement across a wide flow range independent of viscosity. 

Magnetic flowmeters require conductive fluid; turbine meters struggle with low Reynolds numbers at 

0.5 gpm in 1-inch pipe. 

14. D — When hot, high-pressure gas is cooled before pressure reduction, heavy hydrocarbon components 

condense at high pressure where their dew points are elevated. These condensed liquids either 

accumulate in the cooling section or enter the analyzer as liquid droplets, causing severe compositional 

errors and potential analyzer damage. 

15. B — Two-wire RTD error = total loop resistance / (100 × α) = 0.8/(100 × 0.00385) = 0.8/0.385 = 

2.08°C. The full 0.8 Ω loop resistance adds to the RTD resistance and is interpreted as elevated 

temperature. Four-wire connections eliminate this error entirely. 

16. C — Internal scale, corrosion products, or deposits scatter and absorb the ultrasonic beam before it 

can complete the pipe-wall-to-pipe-wall transit needed for measurement. Internal pipe conditions that 

are invisible externally are the most common cause of poor signal quality during clamp-on flowmeter 

commissioning. 

17. A — A completely blocked HP impulse line prevents the process DP from reaching the transmitter's 

high-pressure port. The LP side (wet leg) sees full pressure unopposed, driving the transmitter to its 

minimum output of 4 mA regardless of actual process DP fluctuations. 

18. D — ORP above +700 mV indicates highly oxidizing conditions from excess biocide concentration in 

cooling water. Normal treatment target ranges are typically +200 to +500 mV. Readings above +700 

mV signal overdosing that can corrode system components and damage biological treatment systems. 
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19. B — Total volume = 46,000/200 = 230 ft³ over 10 minutes. Average flow rate = 230/10 = 23.0 ft³/min. 

The K-factor divides pulse count into volume; dividing by elapsed time converts total volume to 

average volumetric flow rate. 

20. A — Electrode coating increases resistance between process fluid and amplifier input. When coating 

resistance exceeds the amplifier's input impedance, the measurement circuit is effectively open and 

output becomes erratic or unreliable — the magnetic flowmeter's primary failure mode in fouling 

service. 

21. C — Paramagnetic oxygen analyzers exploit oxygen's unique strong positive magnetic susceptibility. 

Paramagnetic O₂ molecules are drawn into regions of high magnetic field strength, creating a 

measurable pressure differential or force proportional to oxygen concentration. Most other gas 

molecules are diamagnetic and are repelled by magnetic fields. 

22. D — Accuracy = ±(0.15 + 0.002 × 400) = ±(0.15 + 0.80) = ±0.95°C. The temperature-proportional 

term dominates at elevated temperatures, making Class A accuracy increasingly loose at high process 

temperatures — an important selection consideration for high-temperature measurements. 

23. A — For a direct-acting controller, output change = +Kc × error = +2.0 × (+6%) = +12%. If PV rises 

above setpoint (positive error for direct acting = PV − SP), and the application requires the output to 

decrease to counteract high PV, this would be a reverse-acting controller. For direct-acting: output 

increases as PV rises, producing +12%. Indicating reverse-acting behavior: output = −Kc × (PV − SP) 

= −2.0 × 6% = −12%. 

24. A — Per ANSI/ISA-5.1: L = Level (measured variable), A = Alarm, H = High, H = High (second H 

indicates second-level High-High). LAHH = Level Alarm High-High — a second-tier high-level alarm 

that typically initiates automatic protective action such as a SIS trip. 

25. C — Kc = τ/(Kp × (λ + θ)) = 80/(4.0 × (60 + 20)) = 80/(4.0 × 80) = 80/320 = 0.25. Setting λ equal to 

three times the dead time produces conservative gain, trading off performance for robustness — 

appropriate for exothermic processes where overshoot is unacceptable. 

26. D — Z-N open-loop PI: Kc = 0.9τ/(Kp × θ) = 0.9 × 72/(1.8 × 24) = 64.8/43.2 = 1.50. Ti = 3.33θ = 

3.33 × 24 = 79.9 ≈ 80 s. The 0.9 multiplier (vs. 1.2 for PID) and Ti = 3.33θ are the standard Z-N PI 

formulas targeting quarter-decay ratio response. 

27. B — When pressure rises above setpoint in a vent/relief application, the controller must increase its 

output to open the air-to-open vent valve further. Output increasing as PV rises is direct-acting 

behavior. Paired with an ATO valve, this correctly opens the valve to relieve pressure. 

28. A — A NC contact passes current when its physical input is FALSE (de-energized). When the physical 

input is TRUE, the NC contact opens, breaking the rung regardless of the NO contact state. The rung 

cannot energize because the NC contact interrupts the conduction path whenever the input is active. 
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29. C — Effective cascade requires the inner loop to be significantly faster than the outer loop. An inner 

time constant of 15 seconds versus an outer time constant of 25 minutes (1,500 seconds) gives a ratio 

of 100:1 — far exceeding the minimum 3–5× guideline and confirming excellent cascade pairing. 

30. D — Solving: 65 = 50 + 3.0 × (60 − PV) → 15 = 3.0 × (60 − PV) → 5 = 60 − PV → PV = 55%. The 

steady-state offset of 5% below setpoint is the inherent limitation of proportional-only control — an 

error is always required to maintain a non-zero output deviation from bias. 

31. B — ISA-18.2 defines alarms by their requirement for timely operator response and corrective action. 

Any alarm that analysis reveals requires no timely response or has no associated documented 

corrective action does not meet the definition of an alarm and must be rationalized — modified, 

suppressed, or removed. 

32. A — Industry-recommended minimum stability margins are gain margin ≥ 6 dB and phase margin ≥ 

30°. Both GM (1.8 dB) and PM (22°) fall below their respective minimums simultaneously, indicating 

the loop operates near its stability boundary — small process changes could drive it unstable. 

33. C — With valve ΔP at 60% of system drop, the falling DP characteristic as flow increases will offset 

the rising gain of equal percentage trim — producing an approximately linear installed characteristic. 

Equal percentage trim is specifically designed for applications where valve ΔP decreases with flow. 

34. D — Per ANSI/ISA-5.1: P = Pressure (measured variable), I = Indicating, C = Controller, A = Alarm. 

PICA = Pressure Indicating Controller with Alarm function on loop 440. The alarm succeeding letter 

indicates the controller also outputs an alarm signal when the process variable reaches a defined 

threshold. 

35. B — Z-N closed-loop PID: Kc = 0.6 × Ku = 0.6 × 5.0 = 3.0. Ti = Pu/2 = 200/2 = 100 s. Td = Pu/8 = 

200/8 = 25 s. These standard formulas applied to the ultimate gain and period target quarter-decay 

ratio closed-loop response. 

36. C — A low selector passes the smaller of the two controller outputs to the suction valve. When suction 

pressure drops, the pump protection controller commands a lower output (more closed valve) to restrict 

suction flow and protect the pump. The low selector correctly passes this smaller protective signal 

over the normal flow controller output. 

37. A — ISA-101 High Performance HMI specifies muted gray and low-saturation tones for all normal 

operating states. This reserved baseline ensures that alarm conditions displayed in high-contrast colors 

immediately stand out visually, preserving the operator's ability to detect abnormal conditions rapidly 

against the subdued background. 

38. D — Converting interactive to parallel form: Kc_parallel = Kc_interactive × (1 + Td/Ti) = 1.5 × (1 + 

0.8/4) = 1.5 × 1.2 = 1.80. This conversion must be applied when migrating controller configurations 

between interactive and parallel implementations to maintain equivalent loop behavior. 
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39. B — A strict alternating ABABAB pattern in SPC data is a special cause signal — natural random 

variation does not produce such systematic regularity. Common causes include alternating raw 

material lots, shift-to-shift measurement biases, or periodic process influences creating the non-

random oscillation. 

40. C — The ISA S88 procedural hierarchy from highest to lowest is: Recipe → Procedure → Unit 

Procedure → Operation → Phase. Phase is the lowest individually executable element — the atomic 

unit of batch procedural control that directly commands process equipment actions. 

41. A — Dead time θ = 3 minutes (step to first PV response). Time constant τ = 11 − 3 = 8 minutes (first 

response to 63.2% of total change). Process gain Kp = ΔPV/ΔCO = (162 − 140)/10 = 22/10 = 2.2°C/%. 

These three parameters completely characterize the FOPDT model. 

42. D — MPC's prediction horizon allows it to anticipate the future impact of a currently measured 

disturbance throughout the horizon steps. At the next execution, the model calculates that the 

disturbance entering now will affect composition at t = 20 minutes and begins applying pre-emptive 

counteracting moves immediately — unlike feedback PID which cannot act until composition is 

actually affected. 

43. B — Without anti-windup, the integral term continues accumulating during output saturation, winding 

far beyond the saturation limit. When the large error finally clears, the output remains at saturation 

until all accumulated excess integral is "unwound" — delaying the controller's return to linear 

regulation and causing extended overshoot in the opposite direction. 

44. C — Placing SIS logic solvers on a dedicated VLAN separated from BPCS implements IEC 62443's 

security zone concept — grouping assets with common security requirements and protecting zone 

boundaries with appropriate controls. This also satisfies IEC 61511's independence requirement 

between SIS and BPCS at the network level. 

45. A — Cv = Q × √(SG/ΔP) = 250 × √(0.88/40) = 250 × √(0.022) = 250 × 0.1483 = 37.1. The SG 

correction slightly reduces the required Cv compared to a pure water calculation at the same flow and 

differential pressure. 

46. D — Blowdown = 8% × 300 psig = 24 psi. Reseat pressure = 300 − 24 = 276 psig. Blowdown provides 

hysteresis preventing rapid re-opening after a relief event — the valve must see a 24 psi pressure drop 

below set pressure before reseating. 

47. C — Cv_min = Cv_max / Rangeability = 120/50 = 2.40. The rangeability defines the ratio of maximum 

to minimum controllable Cv for the specified trim — below this minimum Cv, stable throttling control 

is no longer achievable. 

48. B — Star connection applies line voltage divided by √3 to each motor winding, reducing voltage to 

57.7% of line voltage. Starting current in star = (1/3) of DOL starting current = 33%. Both torque and 

line-side current reduce to one-third of across-the-line values during star starting. 



P a g e  | 32 | CONTROL SYSTEMS ENGINEERING EXAM PREP 

 

49. A — Cv_min = 1.8, Cv_max = 90, rangeability = 50. At 75% travel: Cv = 1.8 × 50^0.75. log(50) = 

1.699; 0.75 × 1.699 = 1.274; 10^1.274 = 18.79. Cv = 1.8 × 18.79 = 33.8 ≈ 33.9. The exponential equal 

percentage characteristic produces significantly less than linear Cv even at high travel. 

50. D — An air-to-close (spring-to-open) actuator uses instrument air to compress the spring and hold the 

valve closed. When air supply fails, the spring drives the valve fully open. The spring stores energy 

by being compressed during normal operation — losing air releases this stored energy. 

51. C — Trip current = 1.10 × 95 A = 104.5 A. Thermal overload relays are set at a percentage of motor 

FLA to allow brief overloads during starting while protecting the motor winding insulation from 

sustained overcurrent heating. 

52. B — Digital positioners use a position feedback sensor (typically LVDT or Hall effect) in a closed-

loop position control algorithm. This closed-loop control actively corrects for mechanical dead band, 

hysteresis, friction, and stem seal forces — maintaining accurate valve position that pneumatic 

positioners without feedback cannot achieve. 

53. D — Per API 520, a rupture disc on the downstream (outlet) side of a PRV must have a pressure 

indicator or telltale hole connection between the PRV outlet and the rupture disc. PRV seat leakage 

accumulates in this space; without a telltale connection, pressure builds undetected and creates back 

pressure that raises the effective PRV set pressure. 

54. A — Butterfly valves at partial opening (especially 30–45°) under high differential pressure experience 

large flow-induced torque forces on the disc. At 35% open with 60 psi ΔP, the hydrodynamic forces 

create disc instability and potential torque reversal that can produce vibration, noise, and uncontrolled 

disc movement beyond the actuator's capacity to maintain position. 

55. C — For equal percentage trim: Cv at 50% = Cv_min × √Rangeability = (80/40) × √40 = 2.0 × 6.32 

= 12.6. The equal percentage relationship places mid-travel Cv at the geometric mean of minimum 

and maximum Cv — far below the 50% of maximum that linear trim would produce. 

56. B — Affinity law for power: P ∝ N³. P_new = 50 × (0.65)³ = 50 × 0.2746 = 13.73 ≈ 13.7 kW. The 

cubic relationship makes speed reduction extremely effective for energy savings — a 35% speed 

reduction cuts power consumption by over 72%. 

57. D — Conventional spring-loaded PRVs are sensitive to back pressure because back pressure acts on 

the disc outlet in the same direction as the spring closing force, shifting the effective opening pressure. 

Variable or high superimposed back pressure above 10% of set pressure requires a balanced bellows 

design that isolates spring chamber from back pressure effects. 

58. C — Graphite packing consolidates and creeps over time under thermal cycling, progressively 

reducing the gland compression force. A live-loaded packing system using Belleville disc springs 

continuously maintains compression on the packing stack as it wears and consolidates — preventing 

the loss of compression that causes fugitive emissions between maintenance intervals. 
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59. A — Per ASME Section VIII UG-134, the first (primary) PRV must be set at or below MAWP. 

Supplemental PRVs in a staggered arrangement may be set up to 105% of MAWP = 1.05 × 400 = 420 

psig. This staggered arrangement allows staged response to overpressure events. 

60. B — Dual-plate wafer check valves pivot two spring-loaded half-discs only 35–45° from closed to 

fully open, compared to the 90° travel of full-swing discs. The shorter travel enables significantly 

faster closure during flow reversal, reducing reverse flow velocity at closure and minimizing water 

hammer pressure transients. 

61. D — ANSI/ASME B16.34 Class 900 carbon steel (A216 WCB) has a pressure-temperature rating of 

approximately 2,220 psig at ambient temperature (−20°F to 100°F). The Class designation does not 

directly equal the working pressure — the actual rating depends on material, temperature, and the 

applicable pressure-temperature table. 

62. C — Flashing occurs when downstream pressure cannot recover above the fluid vapor pressure — the 

two-phase flow condition persists indefinitely downstream. High-velocity mixed-phase flow erodes 

both the valve outlet and downstream piping over an extended region (12 inches), distinguishing 

flashing from cavitation which produces concentrated localized pitting at the trim. 

63. A — Total series resistance = 250 + 80 + 150 = 480 Ω. Voltage drop at 20 mA = 0.020 × 480 = 9.6 V. 

Transmitter terminal voltage = 24.0 − 9.6 = 14.4 VDC. This exceeds the 11 VDC minimum by 3.4 V, 

confirming loop compliance at maximum current. 

64. B — In HART multidrop, each device is fixed at 4 mA to prevent current summation from making 

individual analog readings impossible. Total supply current = 12 × 4 = 48 mA. The power supply must 

source the simultaneous current draw of all connected multidrop devices. 

65. D — IS entity compliance requires Voc ≤ Ui AND Isc ≤ Ii. Voc (26 V) ≤ Ui (30 V) ✓ and Isc (90 mA) 

≤ Ii (120 mA) ✓ — both parameters satisfy their respective limits. Additional verification of circuit 

capacitance and inductance against Ca and La entity limits completes the full IS compliance 

assessment. 

66. C — At 500 kbit/s, PROFIBUS DP maximum segment length is 400 meters. Installing a repeater 

before this limit regenerates the signal at full amplitude and timing, beginning a new 400-meter 

segment that reaches the 450-meter device location. The repeater resets the distance counter for the 

next segment. 

67. A — Single-end shield grounding prevents ground loops. Dual grounding creates a closed conductive 

loop between the two ground connections — any potential difference drives current through the shield, 

generating a magnetic field that inductively couples noise into the signal conductors the shield was 

meant to protect. 

68. B — Foundation Fieldbus H1 supports distributed control execution — PID and other function blocks 

download into H1-capable field devices and execute locally on the segment. This enables regulatory 
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control to continue even when DCS host communication is lost — a capability unique to Foundation 

Fieldbus among standard industrial communication protocols. 

69. D — Individual shielded twisted pair (IS) with overall shield (OS) prevents both inter-pair crosstalk 

and external EMI. Grounding all shields at the control room end only prevents ground loops. Physical 

separation from VSD output cables eliminates the dominant EMI source — the combination of cable 

design, single-end grounding, and routing discipline provides maximum protection. 

70. C — OPC-UA provides platform-independent communication using a modern service-oriented 

architecture with X.509 certificate authentication and AES message encryption built into the standard. 

OPC-DA relies on Windows DCOM — platform-specific with limited security, unsuitable for secure 

cross-network OT-IT boundaries. 

71. A — Multiple independent security layers (perimeter firewall + VLAN segmentation + application 

whitelisting + physical access control) implement defense-in-depth. Each layer provides protection if 

surrounding layers are compromised — an attacker who breaches the perimeter firewall still faces 

VLAN segmentation, application controls, and physical barriers. 

72. B — At 35% output: loop current = 4 + (0.35 × 16) = 4 + 5.6 = 9.6 mA. The 4–20 mA span of 16 mA 

is scaled proportionally: at 0% output = 4 mA, at 100% output = 20 mA, with linear interpolation for 

intermediate values. 

73. D — NAMUR NE 43 defines the upper fault band above 21.0 mA as indicating sensor or transmitter 

fault — not a valid process measurement. At 22.0 mA, the transmitter is reporting a fault condition. 

Normal process measurements occupy the 4–20 mA band; values above 21.0 mA specifically signal 

hardware failures. 

74. C — OT patch management requires staging environment testing before production deployment to 

verify that OS patches do not conflict with DCS vendor software. Deployment during a planned 

maintenance window with a tested rollback procedure minimizes operational risk while addressing the 

security vulnerability. 

75. A — A server with simultaneous connections to OT and IT networks creates a direct bridge between 

the two domains. Any attacker who compromises the IT-connected NIC — through email malware, 

web exploit, or IT lateral movement — has a direct path to the OT network bypassing all DMZ firewall 

controls designed to prevent this connection. 

76. D — IEC 61511 SIL 1 in low-demand mode requires 0.01 ≤ PFD_avg < 0.1. This is the least stringent 

SIL classification, requiring a risk reduction factor between 10 and 100. SIL 2 = 0.001–0.01; SIL 3 = 

0.0001–0.001; SIL 4 = below 0.0001. 

77. B — PFD_avg = λ_DU × TI/2 = 5×10⁻⁶ × 4,380/2 = 5×10⁻⁶ × 2,190 = 1.095×10⁻² ≈ 1.10×10⁻². This 

falls within the SIL 1 range (0.01–0.1), indicating the 6-month proof test interval achieves SIL 1 but 

not SIL 2 for this failure rate. 
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78. C — Mitigated frequency = 2.0 × 0.1 × 0.1 = 0.02/year. Required SIF PFD = 10⁻³/0.02 = 0.05. A PFD 

of 0.05 falls within the SIL 1 range (0.01–0.1), confirming SIL 1 is required with a specific target of 

PFD ≤ 0.05. 

79. A — IEC 61511 requires periodic proof tests to reveal and correct dangerous undetected failures that 

accumulate between test intervals. Demonstrating the complete cause-to-effect path including final 

element position and response time satisfies this requirement by verifying that the entire SIF can 

perform its safety function as specified. 

80. D — CCF term = β × λ_DU × TI/2 = 0.10 × 2×10⁻⁶ × 8,760/2 = 0.10 × 0.008760 = 8.76×10⁻⁴. The 

CCF contribution typically dominates the total PFD in redundant configurations at annual proof test 

intervals, demonstrating why diversity of technology or manufacturer is critical in redundant safety 

sensor configurations. 

81. C — IEC 61511 Clause 9.5 requires SIS and BPCS independence to prevent a single failure from 

simultaneously defeating both process control and safety protection. If both systems share sensors, 

logic solvers, or final elements, a single component failure can leave the process uncontrolled while 

also disabling the safety protection — exactly the worst-case scenario IEC 61511 was written to 

prevent. 

82. B — When 25% of dangerous failures are undetected by the partial proof test, that fraction accumulates 

for the full proof test interval without credit — as if no test occurred for those failures. This uncredited 

accumulation increases actual PFD above the value calculated assuming 100% coverage, requiring 

partial-coverage accounting in the SIL verification. 

83. A — IEC 61511 classifies SIFs with demand rate ≤ 1 per year as low-demand mode, applying PFD_avg 

as the performance metric. At 0.5 demands per year, this SIF is clearly in low-demand mode and 

PFD_avg is the correct metric for SIL verification — not PFH, which applies only when demand rate 

exceeds 1 per year. 

84. D — Operating at 95% of trip setpoint means minor process fluctuations regularly approach or cross 

the trip threshold, dramatically increasing the SIF demand rate. This elevated demand rate may shift 

the SIF from low-demand (PFD metric, < 1 demand/year) to high-demand (PFH metric, > 1 

demand/year), invalidating the existing SIL verification methodology. 

85. B — The FSA before hardware design begins is the most cost-effective intervention point. SRS errors 

identified at this phase are corrected on paper before they propagate into hardware specifications, 

procurement, programming, and installation — where correction costs orders of magnitude more and 

may require field modifications during commissioning. 


